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Summary of the 2021 Data Industry White Paper

KData summarized the key takeaways of ‘2021 Data Industry White Paper’ which mainly
consists of five parts; Part One introduces the biggest challenges and issues facing the data
industry at the present time seeking the right direction towards solutions. Part Two reviews
the current status of the government policies and legal systems implemented to foster
the data industry and control risks. Part Three focuses on the current market situations for
the data industry dividing the market into domestic and overseas markets. Part Four looks
into the current status of various data-driven industrial sectors such as finance, healthcare,
manufacturing, logistics and distribution businesses. Lastly, Part Five explores the major
technologies which contributed to the creation of the data industry such as machine learning,
cloud computing and the de-identification of personal data.

Foreword

the domestic data industry. More than
anything, we are trying to foster data
utilization and distribution among

Creating
new values with ‘Data’

domestic corporations through the
operation of the ‘Data Stores’ and ‘Data
Voucher Support Project’. Also, with
more corporations wanting to hire highly
skilled data experts, we created new
training programs such as the ‘Course for
Data Intermediaries(or Data Brokers)’ to
respond to the increasing demand.

This is Hye-jung Yoon, President of Korea Data Agency.

In addition, we are operating the
2021 was a remarkable year in which the foundation for the development of

‘Data Safety Zone’ and ‘Data Certified

the Data industry has been newly established. In October, the legislative bill for the

System’ in order to create an appropriate

‘Framework Act on the Development of the Data Industry and the Promotion of

environment for big data analysis and data quality control.

Data Use’ was approved by the Cabinet Meeting, which holds great significance

The newly published 2021 White Paper on the Data Industry brings into

as it provides an institutional framework for the development of the country’s data

discussion any issues on an individual’s rights to data use and data transfer in the

industry. Coinciding with this achievement, the revision to the Personal Information

current digital world where the focus of data use is quickly shifting from businesses

Protection Act is being officially discussed in the government for the first time in 10

to individual users with increasingly expanding boundaries of data use. I hope this

years. If this is approved, it will add strength to the Three Data Act Amendments

whitepaper provides helpful insights to build a foundation for further discussion

which were revised last year, enhancing the Data Sovereignty of the people.

on the value that the data may create and the fundamentals that we need for the

Along with the efforts to improve data-related policies, institutions and legal

future.

system, the Korean government is also working on a large-scale project based

The Korea Data Agency will continue its support for the government’s policies for

on the ‘Digital New Deal’ strategies aiming to change the country’s fundamental

data and Al industry so that they can make a better future for our people and bring

economic structure. We are endeavoring to create digital transformations across

a message of hope. Once again, I deeply thank all the people who have provided

all industrial sectors in Korea and develop more practical ways to use and distribute

support for the publication of this white paper.

data so as to build a solid foundation for the country’s next growth engines.
In this process, as an official governmental agency specializing in data-related

November, 2021

works, the Korea Data Agency is concentrating its efforts on expanding the

President of Korea Data Agency

‘Digital New Deal’ strategies and implementing the various activities to promote

Hye-jung Yoon
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Part 1. Era of Data Democracy

The Self-sovereign Identity(SSI) initiative aims at solving these problems with

Chapter 1.

open standards by shifting the control to the individual user. Findy aims to jointly

Data Sovereignty

MyData for Pandemics is developing non-pharmaceutical interventions at national

contribute to an ethically, economically, and socially sustainable data economy.

and international levels while minimizing disruption on social life, education, and the
economy. The Skills Alliance, a sectoral hub of a New Governance, focuses on the
coordination, governance, and experimentation of human-centric standards for the
free flow of personal data.

As MyData Global, we are most concerned with personal data generated by and
about individuals and groups of people. In this paper, we define data sovereignty
as the supreme authority of a person concerning the digital domain particular to
them. We highlight two aspects of data sovereignty as understood in the context of
MyData Global: what it means to exercise it and what it means to have it.
In Part 1, we relate the MyData principles to our definition of data sovereignty.
We discuss the limits of data sovereignty and the benefits that could emerge from
the cooperation between sovereign entities. Using case examples, we point out the
importance of ensuring people and groups have data sovereignty in principle and
are empowered to exercise it in practice.
We argue that Data Sovereignty is critical to ensure proper sharing and donation
of our personal data to increase their value for society as well as for individuals.
Furthermore, we give reasons for why Data sovereignty is also important to
enterprises. Enterprises have the responsibility to use personal data ethically while
empowering the data subjects to manage permission. We conclude that transparent
and open policies are critical for protecting the data sovereignty of individuals.
In Part 2, we describe ongoing initiatives seeking to realize and concretize
different aspects of personal data sovereignty. These initiatives address problems
in the way data and privacy is protected on the internet which was built without
an identity layer. Difficulty in fighting fraud or improving personalization levels in
services are just some of the challenges the world faces today.
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Part 1. Chapter 1. Data Sovereignty

Part 1. Era of Data Democracy

2. Plans for the Democratization of Data Utilization

Chapter 2.

In order to achieve the democratization of data utilization, it is first required

Democratization of Data Utilization
: Citizen Scientists and Smart City

for companies to divide the role of their centralized data management team into
two; a team consisting of data scientists focusing on the development of AI-based
data analysis and a team solely responsible for the management of data platforms.
Second, companies need to enhance the capabilities of their data platform
management team to manage the entire data management process from collection
to storage, processing, provision, analysis, and distribution. Last but not the least,

1. Background for the Democratization of Data Use

companies need to allocate a sufficient number of data engineers and data scientists
to each team to support the given tasks of the analysis on-site. Along with this, it is

In today’s world, we see almost every leading global company becoming more

also essential for the companies to move on to the system where all employees can

data-driven. More and more companies come to understand the power of data and

have more access to the data through ‘Data Assetization’ and automatic analytic

desire to use the data in their every business decision, hypothesis, and idea validation

tools and receive education and training opportunities to develop their data-

process. However, owning data itself does not guarantee business success. Thus,

analyzing ability.

companies are continuing to build their own data-driven corporate structure that

In the meantime, to make all the employees effectively utilize and analyze data at

provides a consistent data-based intellectualization cycle leading to positive business

a working level, companies must create an open, pan-company level meta-data hub

performance. However, in reality, there are still many companies struggling to secure

that allows all the employees to freely access, understand and use data. To realize

resources to create, select, use and connect such insights in a mutually organic

this, the meta-data information which was controlled and used exclusively by the

approach.

IT management team should be open to everyone in the company in an expanded

In particular, most companies take the centralized management approach

data catalogue form on both business-focused meta-data and operations-focused

relying on a limited number of outsourced data experts to take care of their entire

meta-data. In connection to this, the data search engine and data portals should

data resourcing process from collection to storage, processing and analysis. This is

have an upgraded function allowing employees to search for guiding information

definitely becoming an obstacle to data-based intellectualization. Thus, in order to

such as how to use the acquired data, how the data has changed, what data is most

address this problem, companies need to put data access and automatic analytics

used, who the data is used by, and other various information such as the owner of

tools in the hands of every employee so that they can make business decisions

the data, the relevant experts for support, data quality, etc. In this environment, to

more efficiently at a functional level. This will help decentralize the closed data

encourage the employees to use and analyze data at working level, the companies

management system, creating a new data-democratic environment where every

need to provide them with various data quality control tools such as AutoML, Low

employee freely uses and analyzes data as a ‘Citizen Data Scientist’.

Code·NoCode and Visual Analytics and related training programs to increase the
data literacy of all employees.

2021 DATA INDUSTRY WHITE PAPER
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Part 1. Chapter 2. Democratization of Data Utilization: Citizen Scientists and Smart City

3. Expansion of the Smart City and Democratization of Data Utilization

Data in the smart city is the ideal form of democratization in modern society
where different types of data coexist, creating synergy effects. Thus, to benefit

The most noteworthy phenomenon we see in the data economy these days

from this, our society should ensure a) independent identity for each individual, b)

is that the main user group of data is quickly shifting from the organization to

effective governance of city data throughout its life cycle, c) lifelong education to

individuals. This shift is being witnessed not only within a company but everywhere.

increase city data literacy, and d) realize a real-time ‘live’ city data utilization. To this

Data that used to be once exclusively owned and used by large corporations and

end, we should collect, integrate and analyze the exponentially increasing city data

governmental agencies are now being shared with individuals and ordinary citizens.

to discover and provide creative urban life services. For this process, the past top-

They are now becoming the mainstream in data use. Especially, as our society is

down approach will be no longer considered in the collection, convergence, analysis,

moving towards a smart city where all the life facilities such as transportation and

decision-making, and the application of city data while an open and innovative

education will be operated in an interconnected way, the core of the city operation

system with a bottom-up approach allowing citizens’ participation and collaboration

system is moving from the public data to private data and ultimately, to the

is required.

individual data.
In the smart city, individuals (citizens) are the main entity of data creation,
distribution and utilization in connection with all city facilities, which means they

4. Conclusion

are not the only ones who are responsible for city operation but also the consumers
of all the services provided in the smart city at the same time. The smart city will

These days, a business’s success heavily depends on how quickly it understands

accelerate democratization of data utilization and possibly create new types of data

data and uses it to respond to market changes. The best possible way to develop

such as the integrated forms of public, private and civil data which can be used

such quick and deep insights is the democratization of data utilization, which can

for many smart city models. From a multi-domain civil data model, our cities are

be achieved only through the decentralization of data intellectuals and data access,

now evolving to a data subscription-based model where all citizens use data by

emphasizing the ‘Citizen Data Scientist’ role. Based on the ideas started from the

subscribing to the data platforms.

‘MyData’ project, the emergence of the smart city, where a vast amount of data is

Such a smart city needs a data infrastructure such as ▲an ICT-based information
system based on the integration of hardware and software working in a mutually

created, and society operates based on that data, is accelerating the expansion of
data democratization throughout society.

organic way, ▲a social system that guarantees every citizen’s active participation in
data utilization, ▲an ecosystem where various stakeholders can create and manage
various digital economies and, ▲a framework that supports city operation through
the network of the collection, storage, processing, analysis and the utilization
of different kinds of data at scale. In short, the smart city infrastructure is a vast
digital structure where multiple systems and platforms work based on digital
interoperability.

2021 DATA INDUSTRY WHITE PAPER
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Part 1. Chapter 2. Democratization of Data Utilization: Citizen Scientists and Smart City

Part 1. Era of Data Democracy

2. Market Structure of the Data Economy

Chapter 3.

The data-driven digital market is likely to face the market monopoly issue because

Democratization of the Data
Competition

of its unique market structure based on the economy of scale. As more consumers use
a particular digital product or a service, its value increases with an expanding user
network, placing the service provider in the market-dominating position. Companies
like Google, Apple, Facebook, and Amazon are examples of the data-driven market
economy characterized by a winner-takes-all approach. Market centralization by
mergers and acquisitions and strong market dominance are essential elements of

1. Data Economy and Data Monopoly

these large dominating platform companies.

A data economy is a coined term created through the combination of ‘data’
and ‘economy’, which simply means an economic ecosystem led by the data-based

3. Restrictions on Data Competition

network.
Once the data economy is activated, it will boost the development of other

Competition is one of the key mechanisms for the activation of a market

industries using data and create new services and products, which will lead to more

economy. To protect free competition, governments around the world are regulating

jobs and economic growth.

market monopolies with anti-trust laws. In Korea, the regulation is made under the

Nowadays, data is considered a new form of asset. Conventionally people

Monopoly Regulation and Fair Trade Act while the U.S regulations are made based

thought data to be a resource of great abundance. However, it is often very scarce

on three anti-trust laws; the Sherman Anti-trust Act of 1890, the Clayton Anti-

and made up of many small pieces of exclusive information. Thus, companies in

trust Act of 1914, and the Federal Trade Commission Act. In Japan, there is an anti-

almost all industrial sectors fiercely compete to secure access to the limited amount

trust law called the Act on the Prohibition of the Private Monopoly and Ensuring

of unique data. Controversy continues to rise over the fairness of competition

Fair Trade(私的独占の禁止及び公正取引の確保に関する法律) while in Europe, the fair

regarding securing a competitive edge.

competition is secured under the Competition Law.

Especially in the digital economy, platform companies are a medium of collecting

Regarding this, the French authorities(Autorite de la concurrence) and German

data from the economic entities. They use and collect data and, in return, provide

authorities(Bundeskartellamt) jointly published a report titled ‘Competition Law

new services and new values to the companies and individuals using their platform.

and Data’ in May 2016 and the report explains the restriction factors on data

In this process of connecting two different economic groups, platform companies

competition as shown in the following table.

are often placed in a position that allows easy monopolization of data or other
relevant information. For this reason, there are claims that some companies are
using their dominant position in the market to undermine fair market competition.

2021 DATA INDUSTRY WHITE PAPER
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Part 1. Chapter 3. Democratization of the Data Competition

[Table 1] Restriction factors on Data Competition
Type of Restriction

Details
In case barriers to market entry occur due to one of the following factors

Barriers to Entry

• Data being used as the original source for market dominance
• Network effect
• Costs for conversion
• Economy of scale/scope
The following M&A cases may put restrictions on data competition

M&A
(Merger and
Acquisition)

• When the M&A target company holds a large-scale database about a different
market
• When the information obtained through the integration of the two
companies’ data is impossible to be copied by rival companies
• When the merger is made between two companies that already have strong
market dominance in each separate market
Actions that exclude rivals from market competition by restricting their access to data

Exclusivity

Price
Discrimination

Restriction on
Competition for
Personal Data
Protection

• Rejection to allow access to data for the necessary facilities
• Acceptance of discriminative access
• Exclusive contract
• Bundle sale and use of different data services
In case price discrimination through customer data collection falls under one of the
following categories
• Abuse of market dominating position
• Vertical market restrictions

When the market-dominating player restricts competition for personal data
protection by using its dominant position

4. Conclusion

‘Fair and Free Competition’ means an efficiency-based competition in which all
the players operate on a level playing field centering on competitive practices on
the price and quality of product or service. It also means free entry and exit to the
market with no restrictions on competition between the players.
Competition is indeed the core engine for economic activities. Especially in the
digital market, competition is a powerful motivational force for both existing players
and new entrants. The former keeps seeking innovative pathways while encouraging
new entrants to increase their capital investment to develop new technologies.
Therefore, we must ensure that all paths to fair and free market competition are
clear of obstructions.

2021 DATA INDUSTRY WHITE PAPER
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Major Policies and Legal Institutions
for the Data Industry

Chapter 1.
Policies and Legal Institutions for the
Data Industry of Korea

Chapter 2.
Policies and Legal Institutions for the
Data Industry in Overseas

Chapter 3.
Digital Trade Cross-Border Data Flows

Part 2. Major Policies and Legal Institutions for the Data Industry

The Digital New Deal 2.0 presents three main directions: ▲the enhancement of

Chapter 1.

the private sector’s utilization of digital infrastructure established by the Digital New
Deal 1.0 ▲the expansion of successful practices of the main project throughout the

Policies and Legal Institutions for
the Data Industry of Korea

entire country and different industrial sectors ▲fostering new industries will lead the
global market and drive future growth.
Under these directions, the Digital New Deal 2.0 extends the existing policies
for data development, such as the establishment of data dams and data voucher
programs. At the same time, it upgrades some of the policies to increase the
utilization of data dams established through the MyData project and increases

1. Current Status of Policies for the Data Industry of Korea

support for new digital industries such as Metaverse and cloud computing. The
policy upgrades in Digital New Deal 2.0 are described below.

The Korean government’s policies for the data industry are centered on the ‘Digital
New Deal’ project, which was announced in July 2020. The project plans to make

[Table 2] Major Policy Upgrades in Digital New Deal 2.0
Enhanced Policy

large-scale investments in various digital business sectors such as data, AI, Metaverse
thereby, establishing a foundation for the technologies and industry development
and fostering the required human resources. The project also aims to establish
policies to make legal institutions and regulations for the government’s ultimate goal

Strengthening the
utilization of the data
dams throughout its life
cycle

of accomplishing Korea’s digital transformation.

how to make the most use of the infrastructure while continuing to build a digital

Fostering new,
hyper-connected
industries like Metaverse

infrastructure.

[Figure 1] Differences between the Digital New Deal 1.0 and 2.0

Digital New Deal 1.0 (July, 2020)

Digital New Deal 2.0 (July, 2021)

① Enhancement of D.N.A. Ecosystem

① Enhancement of D.N.A. Ecosystem

② Digital Transformation in an Education
Infrastructure

② Advancement of non-face-to-face
infrastructure(integrated)

③ Fostering non-face-to-face business
industries

③ Fostering hyper-connected new
business industries(new)

④ SOC digitalization

④ SOC digitalization

2021 DATA INDUSTRY WHITE PAPER

• The government continues its plan to establish data dams including
1,300 AI-based learning data and 31 big data platforms across different
industries by 2025 while promoting private sector’s data utilization
through the integration of pseudonymized information and data use
contests in different industrial sectors
• Focusing on invigorating ‘MyData’ ecosystem across all industries to make
all people experience the benefits of data creation, sharing and utilization
• Creating an open, expandable virtual platform in which various
companies build data and use it to create new contents and services

Whereas the Digital New Deal 1.0 centered on building a digital infrastructure like
data dams, the Digital New Deal 2.0, which was announced in July 2021, focuses on

Details

Enhancing the cloud
industry

Increasing the utilization
of ‘Digital twin’(virtual
replicas)

• Providing a comprehensive support for the creation of Metaverse
contents and the development of core technologies
• In May 2021, the Ministry of Science and ICT launched ‘Alliance for
Expandable Virtual Space’ project which is led by the private sector with
support from the government
• Preparing policies for the cloud industry with focus on the acceleration of
AI development and data economy
• Converting the public sector’s data management systems into cloud-based
platforms by 2025 as well as converting competitive software service into
cloud-based services
• Creating virtual twins(virtual representation that serves as the real-time
digital counterpart of a physical object or process) and use the technology
for real-time control and accident prevention to enhance work safety in
manufacturing sites
• Developing core technologies for the mutual connection of digital twins
across different sectors
• Establishing the ground for utilization of digital twins and an industrial
ecosystem under the ‘Strategy for Promotion of the Digital Twin
Industry’(the title of the strategy has not been determined)
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Part 2. Chapter 1. Policies and Legal Institutions for the Data Industry of Korea

Since the Digital New Deal project officially began, the importance of data has

2. Current status of the Legal system for the Data Industry of Korea

increased more than ever. Accordingly, the government set up a special committee
to enable the data industry under the umbrella of the Presidential Committee on

The legal system and institutions for the data industry of Korea can be largely

the Fourth Industrial Revolution. Also, it promoted the Korea Data 119 project as

divided into three parts; laws for the reconciliation of the conflicts with other

a national data industry development policy. The Korea Data 119 project consists

rights(on personal data) during the data processing, laws that allows both the public

of 11 practical tasks that the private sector requested and nine services that allow

and private sector to utilize the data created or collected by the public organizations,

people to feel the actual benefits of data utilization. The details are described below.

and laws on private data market vitalization. The details are described as follows.

[Table 3] Major Points of Korea Data 119 Project

[Table 4] Major Points of the Legal system for the Data Industry of Korea

Policy direction of the
practical tasks

Providing unopened
core data

Securing data quality
and connection with
data platforms

Fostering private
companies specializing in
data processing
and the public sector’s
purchase of data

Establishing an early
foothold for MyData
Project

Revising the entire
National Data
Management System

2021 DATA INDUSTRY WHITE PAPER

Area

Details

Three Data Act
Amendments(Revised on
Jan 2020)

• Opening/Sharing of the core data of government agencies such as
National Tax Service, NHIS, Ministry of Education that is highly demanded
by the private sector
• Sharing unstructured data held by public organizations(medical images,
submarine map, traffic CCTV and etc.)
• Addressing the problems that have been continuously talked about
regarding methods/standards of providing public data and the
management of the quality of public data starting from the stage of
establishment of the public data system

Reconciliation
with rights to
personal data
Protection

• Fostering private companies specializing in data processing so that data
created by the public sector can be easily delivered to the private sector
• Public sector purchases data sold by the private sector in order to promote
the private data market

• Creating a service that allows people to check their medical check - up
records/ automatic insurance coverage service without the need to
provide extra documents / service that provides analysis on an individual’
consumption patterns

Utilization of
data
created or
collected
by the public
organizations

• Understanding the country’s national data status and creating a data grade
system rated by the level of importance for each industry to establish data
protection and utilization policies
• Adopting the Chief Data Officer responsible for data-based administrative
affairs such as data invigoration strategies in public sectors, government
agencies and local/municipal offices

26

• Personal Information
Protection Act
• Act on Promotion
of Information and
Communications
Network Utilization
and Information
• Act on Use and
Protection of Credit
Information

• Providing high-quality AL-based learning data to the private sector and
connecting private/public data platforms to the data map so that people
can easily search for necessary data

• Setting the specific standards for MyData selection and collection methods
and enhancing the legal institutions related to personal data and data

Laws

27

Purpose of Laws and Main Points
• Use of personal data is unavoidable in the process
of data utilization. For this reason, the government
should find the ways to invigorate data utilization while
protecting personal information to the maximum
• The Personal Information Protection Commission
took the authority of personal information supervisory
authorities as the top regulatory tower so that there is
no more confusion due to the overlapping regulations
by different organizations
• Promoting data utilization by adopting the
pseudonymized information system and allowing the
public use of certain personal data without the owner’s
consent only based on reasonable grounds

Act on Provision and Use
of Public Data(Revised on
June 2020)

Serving the purposes of data use specified in the laws
and regulations of public organizations; controlling
the quality of public data, allowing the people to
access such data, providing legal grounds for people
to use public data and, supporting private companies
specializing in relevant areas

Act on the Vitalization
of Data-based
Administration(Enacted
on June 2020)

Public organizations should create an integrated data
management platform to efficiently manage data in
collaboration with other sectors. Also under the laws, a
public organization can share the necessary data with
other public organizations or private corporations

Framework Act on
National Spatial Data
Infrastructure(Revised on
March 2021)

High-precision 3D spatial data used to be limited for
access. However it can be now used in private sectors
to foster new industries such as Metaverse, VR/AR,
autonomous driving, IoT

Act on the Promotion and
Operation and Mutual
Utilization of National
Research and Knowledge
(Enacted on June 2021)

National knowledge and information that used to be
separately obtained by different sectors and
organizations can be now accessible through a single
integrated platform, providing free and easy ways to
access and utilize data

Part 2. Chapter 1. Policies and Legal Institutions for the Data Industry of Korea

Part 2. Major Policies and Legal Institutions for the Data Industry
Area

Laws

Framework Act on
Intelligent
Informatization(Revised
on June 2020)
Promotion of
data industry
and data
utilization

Framework Act on the
Development of the
Data Industry and Data
Utilization(Enacted on
Oct 2021)

Purpose of Laws and Main Points
• As the previous Framework Act on National Information
failed to reflect rapid industrial changes such as AI, Big
data, IoT in legal interpretations, it has been revised as
the ‘Framework Act on Intelligence Information’
• Establishing the nationwide data policies such as the
data center establishment and data industry vitalization,
support for data distribution and utilization etc.

Chapter 2.

Policies and Legal Institutions for
the Data Industry in Overseas

• This law shows more industry-specific data-related
standards and regulations in relation to the Framework
Act on Intelligence Information and serves as the basic
law for the utilization of private data
• Establishing a groundwork for data governance, the
invigoration of the data distribution market and data
utilization

1. Current Status of Policies for the Data Industry in Overseas

With the acceleration of the digital economy, many countries worldwide
are increasing their support for the data industry, which is one of the essential
components of the digital economy. For example, the U.S is carrying forward various
industry-friendly policies as part of an effort to support the ‘qualitative growth based
on the advancement of the data industry.’ In the meantime, the EU is focusing
on strengthening its competitiveness in the global data market with a roadmap
towards establishing a single ‘Integrated European Data Industry Advancement
System.’ Japan is promoting ‘Development of Data Industry through the PublicPrivate Partnership’ to digitalize the overall Japanese society while China is actively
supporting the policy on the ‘Development of the Data Industry through Supporting
the data-related corporations.’
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[Table 5] Policies for the Data Industry in Major Countries

Category

Main Focus

Major Policies

2. Current status of the Legal system for the Data Industry in Overseas
Organization in
charge of the
promotion of the
data industry

Specific
Policies

The legal system and institutions for the data industry in overseas vary from
country to country. First in the U.S, there is no common law specific about the

U.S

Qualitative
growth based
on advancement
of the data
industry

Federal data strategy
• Establishment of data
governance
• Development of data
infrastructure
• Fostering data experts

Chief Data
Officers(CDO)
Council

Data Center
Optimization
Initiative(DCOI)

data-related affairs including the protection of individuals’ personal data however,
there are relevant laws such as the Personal Information Protection Act and Federal
Privacy Act that serve as the regulator of the federal government. The EU is also
making efforts for data protection in accordance with the ‘Individuals’ Personal

European data strategy

EU

Roadmap
towards
development
of a single
integrated
European data
industry

• Creating a single integrated
data market
• Establishment of a
governance framework for
data access and data re-use
• Investment in data
industry and strengthening
required capabilities and
infrastructure for data
utilization
• Enhancing data protection
rights

Information Protection Act’ which serves as a good example for other countries like
the U.S, Japan and Korea along with other various guidelines for data utilization and
protection. In Japan, there is the ‘Personal Information Protection Act’ and basic laws
European
Commission

Europe Open
Science Cloud

on data utilization applying to both the public and private sector. In case of China,
with increasing social debates over the protection of personal data, there are several
relevant legal and regulatory systems in operation, managing the various datarelated matters such as data utilization, offshore movement of data and security
issues.

Comprehensive data strategy

Japan

Development
of data industry
through
public-private
partnership

• Building trust-based services
• Reshaping the data
platforms, basic data/digital
infrastructure
• Vitalizing the data exchange
market

[Table 6] Current status of the Legal system for the Data Industry in Major Countries
Digital Agency

My Number Card

Category

Federal Privacy Act, 1974
• Enacted as a common law to protect the individuals’ personal data and information
obtained by federal agencies
Electronic Freedom of Information Act, 1996
• Under the ‘Web 2.0, Governance 2.0 Policy’, this law provides federal/governmental
agencies’ records and data(such as the map of 172 government agencies, education and
transportation information) though the federal website(Data.gov.)

14th 5-year Plan

China

Promoting
development of
data industry by
facilitating the
growth of local
data-related
corporations

• Building an enhanced data
center, Transfer the big data
application into the category
of the real economy
• Build a big data complex as
a pilot project
• Promoting the utilization of
big data in each industry

Major Legislations

Ministry of Industry
and Information
Technology

U.S

Test project for
big data industry
development

E-government Act, 2002
• Protecting people’s right to data access and utilization through the integration and
digitalization of administrative work by promoting cooperation between different
administrative agencies and cooperation between the public and private sector
Data Quality Act, 2010
• Providing policy and procedural guidance to federal agencies for ensuring they
understand the purposes of the federal government to maximize the quality, objectivity,
utility, and integrity of data
The Database Directive, Directive 96/9/EC
• Protecting the data creator or data owner’s separate right in databases / This law can
prohibit access to other’s database

EU
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The General Data Protection Regulation and the lex specialise Privacy Directive
• Regulations on the management of an individual’s personal data including data
collection, utilization, access and portability as well as the transfer of rights to data or the
delivery of data
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Part 2. Major Policies and Legal Institutions for the Data Industry
Category

Major Legislations

Chapter 3.

Regulation (2018/1807) on the free flow of non-personal data
• This law guarantees the free flow of non-personal data within the EU
EU

Directive (EU) 2019/1024 of the European Parliament and of the Council of 20 June 2019 on
open data and the re-use of public sector information
• Promoting the free utilization of open data(which is available to anyone for any purpose)
and the utilization of vast amounts of government data for private and commercial
purposes

Digital Trade and Cross-Border
Data Flows

Basic Act on the Advancement of Public and Private Sector Data Utilization(官民データ活用推進
基本法)
• This law consists of several basic legal framworks; basic ideology, basic plan for the
promotion of the utilization of public and private data, basic implementation measures,
public-private data utilization promotion strategies

Japan

Act on Special Measures for Productivity Improvement(生産性向上特別措置法)
• This law includes a regulation that the Minister for Internal Affairs and Communications
and Minister for Economy, Trade and Industry should prepare a guideline for the
innovation of the data industry during the planned project period

1. Definition and Context of Digital Trade

Contract Guidelines for the Use of AI Data(AI·データの利用に関する契約ガイドライン)
• This provides the guidelines on check points, issues and conflicts when dealing with a
contract for data utilization
Unfair Competition Prevention Law(不正競争防止法)
• This law defines the concept of the limited provision of data and regulates unlawful acts
in relation to data acquisition, use and sharing by defining them as the violation against
fair business
Network Safety Act(网络安全法)
• For the purpose of maintaining cyber security and safeguarding the country’s sovereign
right to its information network, national security and social/public benefits, this law
presents the regulations including the crackdown on illegal data sharing, restrictions on
network access and possible legal actions against the violations
Information security technology-Personal information security specification(信息安全技术个人
信息安全规范)
• Defining the principles on the management of personal data in the network and safety
measures to be taken

China

Guidance for personal information security impact assessment(信息安全技术个人信息安全影
响评估指南)
• Defining the terminologies in the ‘Individual Information Safety Effect Assessment’ as well
as assessment methods in a more specific way
Data Security Law of the People’s Republic of China(中华人民共和国数据安全法)
• Defining the legal institutions on data security and the scope of regulation on data
utilization for the purpose of the promotion of data development, utilization, guarantee
of rights to data for both organizations and individuals, national security, the protection
of development benefits, etc.

Digital trade is a cross-border transaction for goods and services where
the internet and internet-based technologies play a pivotal role. According to
USTR(United States Trade Representative), digital trade was initially a concept
referring to all transactions based on e-commerce as a whole. Now, it has been
broadened into a concept that includes data flow as well.
These days, many countries are signing various kinds of ‘digital trade’ agreements
covering a wide range of data-related issues, including personal data protection,
electronic authentication or an electronic signature, cross-border data flow,
prohibition of data localization, the opening of public data, and the prohibition
of opening source codes. First, regarding the protection of personal data,
governments should take the responsibility to adopt and maintain the best suitable
legal framework that guarantees the security of individuals’ personal data. Second,

Civil Code(民法典)
• Article 1 states that an individual’s personal data is regarded as one’s proprietary asset in
accordance to the Civil Code. Article 127, data and virtual assets on the online can be
protected under the Civil Code

electronic authentication or an electronic signature should not be denied legal

Cybersecurity Law of the People’s Republic of China(中華人民共和國 個人信息保護法)
• Defining personal data and sensitive data, extension of the data owner’s rights, the
scope of application of the cyber security laws in offshore, offshore transfer of personal
information

regulations. Third, countries should not block data flows across borders via electronic

validity solely for being electronic, except in exceptional cases specified in the laws or

means based on business activities. Forth, the prohibition of data localization means
that no member country is allowed to request sensitive information about the target
country’s IT systems in return for operating business activities in that country. Fifth,
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when opening public data, including the case of opening the government-owned

USMCA is an international agreement with the highest level of liberalization,

data to the public, the data should be provided in an open format that can be easily

which dedicated one entire chapter to the rules and regulations for digital trade.

processed by a computing systems. This guarantees open access for the search,

This agreement shows the fundamental stance of the U.S towards digital trade. It

recollection, utilization, re-use, and re-distribution of the opened data. Finally, the

states that the member countries should not prohibit the free flow of data across

regulation for the prohibition of opening source codes prohibits countries from

borders, including personal data flow enabled by electronic means when such

accessing or transferring the software source codes owned by the other country for

data flow is necessary for business operation. If a country has a legitimate public

import, dissemination, sale, or use.

policy objective, it may prohibit the data flow. However, governments cannot make
arbitrary decisions to prohibit the cross-border data flow for discriminatory purposes

2. Digital Trade Agreements and Data Rules

or as a trade-restrictive measure. Even if the prohibition is necessary, it must be
carried out only to the certain extent needed to achieve the legitimate public policy

Under the current WTO system, it was difficult for member countries to make a

objective.

universal agreement on digital trade due to their differences of interests. For this

Meanwhile, there is a China-led trade pact called the ‘Regional Comprehensive

reason, an agreement on digital trade is usually established and applied based on

Economic Partnership(RCEP)’ which was signed on Nov 15, 2020 by 15 countries.

bilateral free trade agreements between the two countries or regional agreements.

In terms of trade volume, GDP, and population, RCEP is much larger than USMCA

The ‘Comprehensive and Progressive Agreement for Transpacific Partnership(CPTPP)’

or CPTPP. It is the world’s largest FTA accounting for about 30% of the world’s total

which was signed on Jan 23, 2018 by 11 countries(Australia, Brunei Darussalam,

FTA size. However, opposed to the global trend for free data flow, RCEP’s ‘Chapter

Canada, Chile, Japan, Malaysia, Mexico, Peru, New Zealand, Singapore and

12: Electronic Transactions’ clearly shows the less liberalization of data transfer than

Vietnam) and ‘United States-Mexico-Canada Agreement(USMCA)’ signed on Nov

the CPTPP. In particular, regarding the free cross-border data flow and prohibition

23, 2018 are the representative examples of digital trade agreements based on the

of the localization of computing facilities, RCEP has one more exception provision

principle of free data flow.

apart from the case of the legitimate public policy objective. This exception provision

CPTPP contains three mandatory rules; free flow of data across borders, the

states that the country can prohibit data flow to take any measure that it considers

prohibition of the localization of computing facilities, and the prohibition of source

necessary. In short, except for the two cases mentioned above, countries cannot ①

code sharing. Regarding the transfer of personal data across borders, all member

request for the localization of computing facilities(data localization) and ② prohibit

countries of the CPTPP agreed on establishing an individual regulatory system for

the free flow of data across borders enabled by electronic means for their business

each country to regulate the data flow between the countries. However, the CPTPP

purposes.

states that member countries can not make arbitrary decisions to prohibit the cross-

Some countries are stepping up to accelerate their efforts to block the free flow

border transfer of personal data for discriminatory purposes or fake trade restrictions

of data. In 2018, China enacted the ‘Network Safety Act(网络安全法)’ to prevent the

unless there is a legitimate public policy objective. Also, the CPTPP set the Article on

outflow of its essential public and personal data into other countries and made it

personal data protection as a law-binding provision, which is a mandatory rule to

mandatory for all Chinese organizations and companies to set up their computing

strengthen personal data protection.

server in China. Chinese companies are banned from sending their data overseas
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without the authorities’ approval. In the case of the EU, free data flow is generally

should be the protection of domestic data and the data industry of its people. As

allowed under the Digital Single Market Strategy. However, under the General Data

such, Korea will need to develop better-designed policies for the data industry to

Protection Regulation(GDPR) implemented on May 2018, data flow overseas was

consider possible trade conflicts of national interest while continuing its efforts to

limited to some extent.

make regulatory innovations.

Regarding cross-border data flows, conflicts between the countries are increasing.
The Safe Harbor Agreement-a data transfer agreement between the US and EU
-was declared invalid by the Court, and was quickly replaced with EU-US Privacy
Shield. However in July 2020, this was also invalidated by the European Court of
Justice based on its ruling on a finding that neither the US national security laws
nor the Privacy Shield framework provide enforceable privacy rights and effective
legal remedies for European data subjects. Meanwhile, the US banned the use of
Chinese apps Wechat and Tiktok and ordered ByteDance, within 90 days, to either
sell or spin-off its TikTok business in the US and destroy any TikTok data from US
users. In response to this, China is preparing to launch ‘Global Data Security Initiative’
outlining the key points, including managing data security in a comprehensive,
objective, and evidence-based approach, supporting an open, stable supply network
of data and information technologies, and respecting other nations’ sovereign rights
to the use of data.

3. Implications

Recently, we are seeing an economic paradigm shifting from the data-driven
economy to the platform-based economy. Here, the competitiveness of major global
platforms depends on how much personal data it has accumulated. For this, the EU
and China are strengthening their data protection laws and regulations to compete
with U.S platform companies.
Amid the escalating tensions over the digital war between the two big players,
the US and China, countries like Korea, which is heavily dependent on the two
countries in terms of national security and the economy, may need to respond to
changing situations flexibly. However, regardless of the situation, a country’s priority
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Part 3. Current Status of Data Industry
[Figure 3] Outlook of the Data Industry in Korea(2020(E)~2026(P))

Chapter 1.

2020(E)-2026(P) CAGR 11.3%

Data Industry Market Status
in Korea

[Unit: KRW trillion]

19.3

21.5

2020(E)

2021(P)

23.9

26.6

2022(P)

2023(P)

36.6

32.9

29.6

2024(P)

2025(P)

2026(P)

E: Estimated Value, P: Projected Value
Estimated value(E): Value calculated based on research results
Projected value: Projected future value based on research results

1. Market Size of Data Industry in Korea

In 2019, data industry market was valued at KRW 16.9 trillion, increased by 8.3%
on a year-on-year basis and in 2020, it is expected to grow up to KRW 19.3 trillion.

2. Current Status and demand of the Workforce in the Data Industry of Korea

With the CAGR(Compound Annual Growth Rate) of 11.3% from 2018 to 2020,
The total number of workers engaging in the Korean data industry in 2020 is

the Korean data market is expected to continue its stable growth.

about 366,000 which is a 6.2% increase from the previous year.
[Figure 2] Market Size of Data Industry in Korea(2015~2020(E))
[Figure 4] Current Status of Workforce in the Data Industry of Korea(2015~2020)

19.3

2018-2020(E) CAGR 11.3%

16.9

2015-2020 CAGR 5.5%

15.6
[Unit: KRW trillion]

13.4

2015

13.8

14.4
[Unit: number of persons in thousand]

2016

2017

2018

2019

2020(E)

280

288

294

2015

2016

2017

318

2018

344

2019

366

2020

Based on the assumption that the Korean data industry will increase at a

The total number of workers engaging in data-related work positions across

3-year CAGR of 11.3%, the market size is expected to exceed KRW 36 trillion in

the entire industrial sectors including both the data and non-data industry is about

2026(Projection).

150,000 which is a 14.8% increase from the previous year.
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[Figure 5] Current Status of Workforce in Data roles in All Industries(2015~2020)

2015-2020 CAGR 8.4%
14.8%

102

150

130

[Unit: number of persons in thousand]

100

Part 3: Chapter 1 is based on the results of the 「2020 Data
Industry Status Survey」, which is conducted annually on domestic
corporations

109

117

※ Survey Targets in the Data Industry
: Businesses

with 1 or more employees in the ICT industry operating data-related businesses
※ Survey Targets in Other Non-Data Industries
: Businesses

with 100 or more employees involved in industries other than the data industry

2015

2016

2017

2018

2019

1. Data Industry, Non-Data Industry and the Entire Industry

2020

• Definition of the Data Industry: An industry that manages all the data-related
management processes ranging from data generation to collection, processing,
analyzing, distribution and utilization to provide values to products and services
• Definition of Other Non-Data Industries: Businesses involved in industries other
than the data industry such as finance, manufacturing, logistics and distribution,
education, public service, telecommunication and media, medical services,
construction, agriculture and livestock farming, mining, accommodation and
restaurant business, utility service(providers of electricity, water and gas) and etc.
• Entire Industry: Data Industry and Non-Data Industries

In the next 5 years, an extra 18,000 workers across all the industrial sectors will
be needed.

2. Examples for the Business Types of the Data Industry

• Businesses in data processing and data management solution development and
services: Business that provide DBMS, DB management service and solutions for
data modelling, analysis and visualization, search engine, product quality control
and etc.
• Businesses in data building and consulting services: DB design, DB system
building including data processing, Data-DB conversion/processing/repairing
services for images, audio and text data, Data/DB structuring and data-related
consulting services
• Businesses in the data sales or offering services: Data/DB selling or data
brokerage, and providing information acquired through data processing,
utilization and analysis

3. Workers in Data roles and additional workers needed

• Workers in data roles: Data Architect, Data developer, Data Engineer, Data
Analyst, Database manager, Data scientist, Data consultant, Data designer and
other works in data–related positions
• Number of additional workers needed: This is a number of additional workers
required by companies(But, this number is not necessarily the same as the
number of workers planned for hiring)
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Part 3. Current Status of Data Industry
[Figure 6] Size of the Global Digital Data Market(2017~2021(E))

Chapter 2.
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1. Current Status of the Digital Data Industry Market

238.8

2018

2019

13.5%

2020

2021(E)

The European Data Market Monitoring Tool Report(IDC, 2020) defined the data

The number of data businesses and workers in data-related positions has steadily

market as a ‘digital data market’ in which the data is reproduced as a new product

increased every year in the U.S, Japan, and Brazil. The number of companies

or service through processing. According to the analysis on the data market sizes of

engaging in the digital data business is expected to rise by 1.1%, from 316,190 in

different countries associated with the report, the U.S has the world’s largest digital

2020 to 319,711 in 2021. The digital data industry in the EU is currently developing

data market with an estimated value of USD 238.8 billion in 2020, a significant

around diverse small and medium-sized companies. The number of EU-based data

increase from the estimated USD 166.1 billion in 2017. Its annual growth rate of

companies is expected to rise from 297,350 in 2020 to more than 300,000 in 2021.

13.5% in 2021, with an estimated market value of USD 271.1 billion, shows the

In Japan, the number of data companies in 2020 was 107,612, but it increased by

potential to continue with double-digit growth in the coming years.

1.1% to 108,801 in 2021. Brazil also showed a slight increase in the number of data

In the past, the growth rate of the European data market was as fast as the U.S.

companies from 38,477 in 2020 to 38,920 in 2021.

However, Europe has been showing a slow pace of increase at 5% in recent years,
marking a market value of USD 85.1 billion in 2019. This figure is expected to reach

[Figure 7] Number of Global Digital Data Companies(2017~2021(E))

USD 90.7 billion in 2020, a 6.6% increase, and USD 95.9 billion in 2021. Meanwhile,

[Unit: number of companies]

735,531

716,745

the Japanese data market has also grown from USD 37.2 billion in 2019 to USD 41.8

772,018

759,629

747,390

EU

billion in 2020. Japan is expected to maintain its rapid growth rate making a big leap of

Japan
Brazil

11.5% in 2021 to reach USD 46.6 billion. Brazil is also showing signs of market growth

2.3%

290,000

297,350

2.4%

304,586

4.3%

283,390

2.5%

271,700

104,587

0.7%

105,273

1.6%

106,983

0.6%

107,612

1.1%

108,801

36,906

1.9%

37,605

1.6%

38,192

0.7%

38,477

1.2%

38,920

303,552

1.9%

309,263

1.0%

312,215

1.3%

316,190

1.1%

319,711

U.S

with a 5.9% increase from USD 8.9 billion in 2019 to USD 9.5 billion in 2020. With this
speed, Brazil’s data market will likely exceed USD 10 billion in 2021.

1

This chapter is written based on the data of 「The European Data Market Monitoring Tool Report」(IDC,

2017

2020.7.8.) while the figures for 2021 were our estimation based on CAGR from 2018 to 2020.
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In 2017, the number of big data professionals specializing in data collection,

the U.S again shows the most prominent economic impact. Since the country

storage, management, analyzing, interpretation, and visualization in the EU was

marked USD 178.9 billion in 2018, this figure has continued increasing to exceed

only 6.66 million. However, this number is expected to increase to 8.84 million in

USD 230 billion in 2020. In short, it means that the U.S showed a bigger economic

2021, showing the highest growth outlook in the world. The U.S is also expected to

effect than any other comparison countries(EU, Japan, and Brazil) in production

see an increase in the number of data professionals from 13.85 million in 2017 to

data-based products and services.

an estimated 14.84 million in 2021.
In the EU, data professionals are most concentrated in the ‘Professional Services’

[Figure 9] Economic effect of the Data Industry / Direct Effect(2018~2021(E))
414.9
[Unit: USD billion]

and ‘Retail and Wholesale’ sectors. Regarding the expected growth rate in the
number of data professionals, the Information & Communication, Professional

EU

Services, and Healthcare sector shows relatively higher rates than other business

Japan
Brazil

sectors.

U.S

[Figure 8] Number of Global Data Professionals(2017~2021(E))
[Unit: number of persons in thousand]
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Among the various kinds of economic effects from the EU data industry, the

8,840

6,666

95.9

302.3

2018

29,336

28,393

27,405

26,638

372.9
332.4

Japan

direct effect has steadily increased since its record of USD 81.1 billion in 2018 to
mark USD 90.7 billion in 2020. In the case of Japan, the economic effect was USD
36.7 billion in 2018, 8.1% up from a year earlier, with expectations of rapid growth
at 14.7% for 2020 and 11.3% for 2021. Meanwhile, ever since Brazil made a
record of USD 8.3 billion in 2018, the number has steadily increased to reach USD 9.6

2017

2018

2019

2020

2021(E)

billion in 2020.
The indirect effect of the data industry refers to influences that the data industry

The data industry’s economic effect– the data market’s influence on the entire

brings to other industries. Especially, the indirect backward linkage effect refers to

economy - can be divided into two parts; direct effect and indirect effect. The former

an effect created when a business in the data industry makes products and services

refers to all kinds of results created directly by the development of the data industry

while indirectly influencing other businesses that originally provided resources. Such

itself, meaning the impact of all business activities related to data production.

an ‘indirect backward linkage effect’ was valued to be USD 8.2 billion in 2016 and

The number of revenues made through selling data and services will be used as a

continued to rise by more than 8% to reach USD 10.7 billion in 2019. From 2019

parameter for the calculation for measuring the direct qualitative effect.

to 2021, it achieved double-digit growth, and the number will be around USD 14.8

After comparing the economic effects of the data industry of different countries,
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USD 5 billion in 2019 but jumped 20% to USD 6 billion in 2020. Japan also marked

2. Outlook of the Global Big Data Market

an indirect backward linkage effect of USD 1.5 billion in 2018, and it is expected to
reach around USD 2.2 billion in 2021.

The global big data market is expected to hugely expand from the current value
of USD 222.6 billion in 2021 to USD 442.9 billion in 2025. We have already seen

[Figure 10] Economic effect of the Data Industry / Indirect Backward Linkage Effect(2018~2021(E))

a whopping 15.3% increase in 2021, and the average annual growth rate from
2021 to 2025 will be around 18%. At the same time, North America is expected to
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[Figure 12] Outlook of the Global Big Data Market(2021(E)~2025(E))
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A close look at the shares of the economic effect on the GDP(Direct Effect +

222.57

2021-2025: Expected to grow USD
220.3 billion

Indirect Backward Linkage Effect) tells that the U.S gained an increase of 0.27%p
from 1.19% in 2019 to 1.46% in 2021, while the EU gained an increase of 0.19%p

Market share of North America:
expected to reach 48%

from 0.92% in 2019 to 1.11% in 2021. In the case of Japan, the economic effect

2021(E)

2025(E)

on its GDP was 1.09% in 2019; however, it increased by 0.25%p to 1.34% in
2021. On the other hand, Brazil still remained at a growth rate of 0.26% in 2021,

In 2020, companies achieved high revenues in the big data service sector, which

which was pretty much the same as the past level, revealing that the country’s

means an increasing demand for data analysis services on big data. Along with the

data industry’s economic effect on the GDP and data utilization is lagging behind

consistently increasing need for smart IT infrastructure, it is expected to be followed

compared to other countries.

by the growth of the service sector on big data.

[Figure 11] Data industry’s share of the economic effect on GDP(Direct Effect + Indirect Backward Linkage Effect)
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As the value of data utilization increases due to the system reforms, many are

Chapter 1.

trying to implement new technology and service integration. In the financial sector,

Data Utilization in Finance

the individual. The advent of customized financial products and services was

BigTech and Fintech companies are working to integrate personal data around

expected thanks to the combination of client data from different fields such as the
telecommunications, distribution, and contents industry with the vast amount of
financial data from financial companies. The border of data utilization is expected to
be blurred gradually between industries over time.
Representative examples of financial data business use cases include: ①
From the emergence of Fintech to the recent rise of digital finance, the global

integrated companies, integrated financial companies, integrated disclosures,

finance industry is consistently experiencing a robust change from 2005. In Korea,

integrated capital markets, and integrated national asset short selling, spanning a

the finance industry is also witnessing a rapid evolution from 2016, starting with the

total of 5,500 data types used for 50 services related to open public financial data,

first establishment of the internet-based bank, K Bank. Additionally, according to a

② the Korea Credit Information Service’s Financial Big Data Open System(CreDB)

report ‘2020 Domestic Internet Banking Service Utilization’ published by the Bank

operation, ③ the Financial Data Exchange, an intermediary system that matches

of Korea in April 2021, the amount of loan money applied through the bank loan

data providers and consumers(launched in May 2020), and ④ MyData businesses

services of internet banking has increased drastically by 151% YOY.

that collect and utilize personal credit information through standardized open APIs
to provide services to consumers. The proliferation of these kinds of business use

Accordingly, the financial market in Korea is also introducing new systems

cases are enabling the transition to the era of financial data utilization.

like open-banking, My Data(personal credit information management), My
Payment(payment initiation service), and the comprehensive payment settlement.
The government authorities are also stepping up by amending the so-called
the ‘Three Data Act Amendments’: the Personal Information Protection Act, the
Promotion of Information and Communications Network Utilization and Information
Protection Act, and the Use and Protection of Credit Information Act, thereby
building the foundation for the data economy while boosting data utilization and
seeking the ways to promote the relevant industry. These amendments established
the legal grounds for integrating a client’s financial data from various external
sources. The government also developed standards for combining personal data
accurately and utilizing pseudonymized data.
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doctors are starting their own businesses based on their experience with using the

Chapter 2.

Clinical Decision Support System(CDSS) alongside digital treatment devices that

Data Utilization in Healthcare

business operations in healthcare.

operate based on healthcare data. This is challenging the status quo of traditional

The government’s major R&D projects to support the healthcare data industry are
as follows.
[Table 7] Major R&Ds in the healthcare data industry
Business

The healthcare data industry is growing rapidly with the remarkable development
of biotechnology and information technology. Yet, it an industry under strong
regulations abiding by the medical laws dealing with sensitive personal medical data,

Hospital support
business focusing
on healthcare
data

bioethics, and safety laws.

Purpose and Content
• A project to support the development of new treatment technologies, new
drugs, medical devices, and artificial intelligence using large-scale clinical data
accumulated in private hospitals
• Establish an effective data utilization environment for hospitals, secure
standardization, security and professionals to generate specialized data for each
field, and provide a driving force for researchers to promote various research
projects using medical data

The Korean government has established a plan to promote data production,
aggregation, and utilization to vitalize the healthcare data industry, selecting nine
key tasks for concretely measuring the results. In addition, the Korean version of

Healthcare Data
Dam

the New Deal has included ‘Smart Medical Infrastructure’ in the top 10 key projects.
Korea will foster and develop smart hospitals utilizing big medical data and artificial
intelligence technology. There are more cases of national R&D investments in the
healthcare sector.

My Healthway
(health data
highway)

The universalization of electronic medical records, the advancement of genetic

• A business to increase the efficiency of data use and create added value by
locking a wide range of data in a platformed ‘dam’ and allowing it to be used in
the right place timely
• Start from building high-quality learning data focusing on diseases by
integrating and refining medical data distributed and stored in various hospitals
• A project to create a system helping people to check one’s personal medical
data scattered in various medical institutions on their smart devices, easily send
medical records to other medical institutions and receive appropriate healthcare
services for their diseases
• Patients can be a decision maker on their health data and enjoy benefits on
health promotion using the data in a way they want in a timely manner

analysis technology, and extensive digitalization overall is underway in the healthcare
• Digital treatment device or digital therapeutics are defined as software medical
devices that provide evidence-based therapeutic interventions to patients to
prevent, manage, and treat medical disorders or diseases

sector. Traditional research methods in bioscience, In-vitro, and In-vivo tests are
being supported by the In-silico method based on data analysis using high-speed
Digital
Therapeutics

computing technology. Furthermore, the amount of healthcare data on personalcentered Lifelog is exponentially increasing due to the popularization of wearable
devices.

• The Ministry of Food and Drug Safety has established the guidelines for licensing
and screening digital treatment devices to support the rapid licensing of
innovative medical devices including digital treatment devices, while the Ministry
of Trade, Industry and Energy is offering an R&D project contest to support the
development, demonstration and commercialization of digital treatment device
related to the industrial technology

The recent industrial trend is that business models in the healthcare data industry
are becoming much more diversified than in the past. In addition, the number of
business models where hospitals and businesses collaborate is increasing. More
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R&D projects
for infectious
diseases

Purpose and Content
• Develop technologies to block the inflow of infectious diseases, respond on the
site and prevent the spread of infectious diseases
• Through the establishment of inter-ministerial medical device R&D project team
and with the help from the National IT Industry Promotion Agency, several
private businesses have been selected to develop the technology with a proposal
for data-based technology on blocking infectious disease to overcome COVID-19

Chapter 3.

Data Utilization in Manufacturing

In order to overcome the limitations of the Three Data Act Amendments
passed by the National Assembly in 2020, the Personal Information Protection
Committee under the Ministry of Health and Welfare enacted the ‘Guidelines
for Utilization of Healthcare Data’ in September 2020. This established concrete

Manufacturing Data refers to the data collected, utilized, and produced through

criteria for processing and combining pseudonymous data and provided specific

IT manufacturing systems such as the Manufacturing Execution System(MES),

methods for combining medical data residing in various medical and public

Enterprise Resource Planning(ERP), and Product Life cycle Management(PLM). This

institutions.

type of data plays a vital role in the vertical and horizontal integration between

However, the remaining issues of comprehensive management due to the

companies. The smart factory uses manufacturing data as a key factor in carrying

data area unification of the hospital’s medical and research data and clarification

out sensing, analyzing, and controlling in the same way that humans carry out these

of the pseudonym processing measures for genetic and image data remains to

activities based on what they have seen, heard, and felt.

be solved.

However, manufacturing data is fragmented and collected by different business
departments with differing objectives. This makes deriving insights via integrated
analysis difficult. Support for operational efficiency enhancement is needed by
improving data collection and connectivity related to production activities such as
the order/purchase-production, management-site, and human-machine of small
and medium-sized manufacturing companies.
Manufacturing data collection standards for business process integration from
the perspective of manufacturing sites’ 4M1E(Man, Machine, Material, Method &
Energy) address this problem. Especially, small and medium-sized manufacturing
companies need to manage Key Performance Indicators(KPIs) according to
their manufacturing level and characteristics such as yield, defect rate, worker
efficiency(assembly process), facility utilization rate(device industry), and energy
consumption efficiency.
Notably, the key of the 4th Industrial Revolution in small and medium-sized
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manufacturing is smart manufacturing that actively utilizes the latest technologies
such as big data, cloud, AI, and IoT. Securing high-quality manufacturing
data in a smart factory means it is necessary to have a process for producing
consistent and standardized data. Also, an implementation plan to create and
distribute manufacturing data management guidelines is essential. A systematic
manufacturing data infrastructure and governance policy are required to achieve a

Chapter 4.

Data Utilization in the Distribution
and Logistics

virtuous cycle structure that systematically collects, processes, analyzes, opens, and
shares collected manufacturing data.

As e-commerce grows, innovation in distribution and logistics is accelerating
to respond to shifting environments as changes in consumption patterns, delivery
speed, and proliferation of the ‘untact’ trend preoccupy the market. Alliances
between different industries or M&As between companies specializing in online and
offline activities rapidly lead the market towards a highly developed infrastructure.
The e-commerce industry is actively utilizing ‘fulfillment services’ in which the
ordered products are shipped to the warehouse and delivered to customers through
an automated logistics system. Additionally, the introduction of logistics robots as
a solution to the shortage of human resources in fulfillment centers is expected to
maximize the efficiency of the resource operation.
To cope with these changes, high-quality infrastructure-based ‘fulfillment systems’
that can quickly judge and operate based on relevant data are needed in the
distribution and logistics sector.
The technologies required to operate the ‘fulfillment service’ are as follows;
demand forecasting technology to handle customer orders smoothly without
unshipped products, automation technology for facilities and robots to secure
operating productivity, and optimization technology to find the best route in a dense
logistics network to deliver the customer’s ordered products. These technologies
enable companies to meet their promised delivery times, which may be the same or
the next day.
With the growth of e-commerce and the advancement of customer needs, the
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distribution industry is facing a situation where it needs to advance qualitatively in
terms of logistics. As inventory storage increases, storage efficiency is becoming
critical for fast delivery and rapid shipment. Furthermore, as the number of small
volumes with various kinds of packaging increases, misclassification in assorting

Chapter 5.

Data Utilization in Advertisements

products is another risk factor for logistics. Logistics robots and automation facilities
are being deployed to reduce the labor burden of the logistics workers, which also
contributes to the safety of the labor force and the performance of inspection
automation.
In the post-COVID19 era, fulfillment systems and data-based operations will
become the norm. Additionally, delivery network design will also be an important

The global data-based advertising market shows an outstanding growth rate

logistics capability. The Last Mile Delivery, a term describing the movement of

led by digital advertising. In the case of Korea, the share of online advertising in the

products from the shipping center to the customer’s hands, is emerging as a

market is overwhelmingly impacted by the growth of mobile advertisements.

valuable part of the customer experience. Furthermore, locating the fulfillment

Given the spending size in the global digital advertising market, it is not an

center hub near the city to ensure operational optimization is another factor to be

exaggeration to say that media advertising has been replacing the traditional digital

considered amid rising costs.

advertising market since the advent of smartphones in the 2010s. Spending in
the global digital advertising market has increased by more than 10% annually
since 2019, and it is expected to reach $645 billion in 2024. Meanwhile, media
advertising has maintained a share of more than 50% every year and is expected to
increase further, reaching 67.8% by 2024.
Meanwhile, regarding the sales proportion in the Korean advertising market in
2020, online advertising accounts for 50%, shadowing the shares of broadcasting at
24.5%, printing at 15.5%, and outdoor advertising at 6.8%. Printing and outdoor
advertisements seem especially vulnerable to online advertising seeing from the
significantly lower proportion than others. Looking at the Korean online advertising
market in more detail, the size of the advertising market for desktop PCs has entered
a period of stagnant growth. In contrast, the mobile advertising market continues
to grow. In the mobile sector in 2020, display advertisements are expected to grow
by 19% and search advertisements by 18.6%. Display advertisements and search
advertisements growth are expected to continue at 11.3% and 11.6%, respectively,
in 2021.
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Key issues in the advertising data business after COVID-19 include establishing
the video service market, increasing personal records through life blogs, increasing
communication through virtual influencers, and expanding marketing through
Metaverse services. These issues are considered factors that can change media

Chapter 6.

Data Utilization in Mobility

usage behavior and revitalize the advertising market in the post-COVID era.
Since 2020, online advertising based on data has been gaining more attention
in the advertising sector. Therefore, collecting information on people to execute
more effective advertisements will emerge as a key success factor in the advertising
market.
There is no single precise industrial classification or definition agreed between
stakeholders on the concept of mobility. However, according to the definition of
mobility proposed in the ‘Mobility Promotion and Support Act’ currently pending in
the National Assembly, mobility is a broad concept that includes almost everything
related to the movement of people or objects such as the means, infrastructure, and
related services, as well as the software and hardware necessary to operate those
means.
In Korea, the concept of Mobility as a Service(MaaS), which emphasizes the
service aspect of one’s movement from the starting point to the destination, is
widely used in the mobility industry and policy fields. One of the public-led Korean
mobility policy characteristics is that it emphasizes the ‘accessibility’ by using various
means of transportation and the ‘connectivity’ which links them, putting the supplier
at the center of the concept.
One of the most important resources for providing mobility services is data.
Examples include video data for artificial intelligence learning that enables
autonomous driving, route data on various cab services, personal mobility, and
data from connected devices. The value and utilization potential of mobility data
continues increasing as various new services are created, new jobs are identified,
and above all, insights are found by analyzing people’s movement patterns and
characteristics within the city.
Examples of data utilization in mobility that is gaining attention include;
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autonomous driving vehicles supported by supervised machine learning, vehicle
data monetization that create profits using network-connected cars and the data
on vehicles and their drivers, and automobile payment systems which is the result of
combining automobile commerce with e-commerce.

Chapter 7.

Data Utilization in Edutech

In Korea, the issues of utilizing video information for self-driving cars and the
data sharing of private companies are under discussion. In the future, the mobility
industry will depend on expanding the foundation for securing various mobility data
while establishing a governance system that can promote the sharing, opening, and
integration of public and private data.

In the face of the COVID-19 pandemic, the education field is experiencing drastic
changes. Due to the prolonged spread of COVID-19, new form of remote education
using IT such as video chat became the norm. As a result, various ICT technologies
such as Artificial Intelligence(AI), Metaverse, and Cloud Computing have emerged in
the Edutech field. Last year, the era of Edutech began with the introduction of the
non-face-to-face education method in the overall education field.
The share of spending in the Edutech sector in the global education market is
expected to grow by 12.2%, from $227 billion(3.6%) in 2020 to $404 billion(5.2%)
in 2025. The size of the Metaverse market in the global education sector is expected
to grow by a factor of seven from its $1.8 billion in 2018 to $12.6 billion in 2025.
Also, the use of AI technology in EduTech is estimated to grow seven-fold compared
to 2018 reaching $6.1 billion in 2025.
The view on data from the educational aspect has recently changed a lot due
to changes in the social atmosphere. Now society regards learning as an activity
to internalize competencies and skills based on experience rather than simply
transferring knowledge. In addition, due to technological development, the way
data is handled in learning is rapidly changing. In particular, artificial intelligence
and big data technologies will change the view on data in education. However, in
terms of the government-level industry promotion, the importance of a data-driven
scientific approach may be overlooked or lost if we focus too much on individual
technology with the strategy only for each sector. Therefore it is necessary to
consider not only existing technology but also new technologies, especially those
related to data science.
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Given this trend, a service that analyzes and processes collected data and sells it

Chapter 8.

as useful data to the farmers can be one of the new agricultural business models in
the future. The agricultural data market is expected to become more robust in the

Data Utilization and Business on
Agriculture

future as the value of information increases with its accumulation.
Five aspects should be considered to utilize big data in Korean agriculture
successfully in the future. First, it is important to secure a standardized system so
that sensors, equipment, and platform technologies can be interoperable. Second,
it is necessary to diagnose the vast amounts of data from the government agencies
related to agriculture and find ways to apply them in the agricultural industry. Third,

The agriculture industry continues to evolve as it converges with production,

it is necessary to encourage development and collaboration with various business

processing, distribution industries, and various ICT technologies. Especially,

entities in the private sector to participate in agriculture. Fourth, it is necessary

agricultural data collected through IoT devices have vast business potential as they

to preemptively establish legal systems such as intellectual property rights on

can be analyzed and processed thoroughly by artificial intelligence technology in the

agricultural big data accumulation technology. Finally, it is necessary to develop

future for new agricultural business opportunities.

extra support and customized systems to strengthen the competitiveness of the

Examples of AI applied to agriculture include; Indigo Agriculture in the

small farmers.

United States improving resistance and productivity by coating grain seeds with
microorganisms, AquaByte in Norway applying deep learning techniques using big
data to salmon farms, and smaXtech in Austria accumulating and analyzing data
while monitoring disease conditions and health conditions by inserting sensorembedded small devices into the body of cows.
A representative case of Korea’s data business in agriculture is the Korean
national team Digilog, which participated in the second World Agricultural Artificial
Intelligence Competition in 2019 sponsored by Wagenen University and Research in
the Netherlands and the Chinese IT company Tencent. The Digirog team won third
place with the technology that installed IoT sensors and equipment in greenhouses
located in the Netherlands and remotely controlled the growth of cherry tomatoes
for five months from Korea. This case shows the important implications for Korean
agriculture where more system maintenance and social consensus through the use
of big data in the agricultural production, distribution, and processing sectors are
needed.
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data exchange.

Chapter 9.

As the need for data sharing increases, institutions focused on data combination
and data exchanges are growing. However, in order for the business to expand

Data Alliance and Affiliation

further through data alliances, there are three challenges to overcome. First, from
a business point of view, a mechanism for allocating profits and costs according to
the contribution level of each participant should be established. Second, from a data
perspective, it is necessary to control data sharing by managing the related laws
and agreements, developing and fostering more interoperability standards, and
establishing data governance. Third, from a technology viewpoint, a platform for

A data alliance refers to data sharing where two or more organizations share

organizations participating in data exchange is needed.

their own data to achieve a common purpose or for their own benefit. Along with
the expansion of the digital economy, demand for external data utilization is also
increasing rapidly. Despite many efforts to activate data transactions to address this
data demand, there were no significant outcomes.
Even though the Financial Data Exchange was opened in 2020, as of May 2021,
the number of companies participating in data transactions is only 104. Among
them, 56 companies(53.8%) have not registered any data.
In the year since its launch, the cumulative amount of transactions fees was barely
KRW 1.1 billion. Legal and institutional frameworks on how to share data assets,
along with the creation of tech environments for people to share data, are needed
to stimulate the exchange of data.
Meanwhile, data alliances have been spreading rapidly since 2020 as the
enactment of the Three Data Act Amendments have legally allowed the sharing of
personal data. New businesses models have emerged due to the introduction of
the MyData business in the financial sector. The current characteristics of these data
alliances are as follows. First, these data alliances tend to be led by financial and
telecommunication companies. Second, these alliances tend to be made among
companies in different sectors. Third, these alliances facilitate business and service
cooperation. Furthermore, there are cases of promoting the service development
where they jointly sell the data newly created by combining data collected from a
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Chapter 1.

Chapter 2.

AutoML(Automated Machine
Learning) and its popularization

Cloud Computing

Amid growing international interest and demand in the artificial intelligence(AI)

Cloud Computing(hereinafter referred to as Cloud) is a service where users

and machine learning(ML) markets, Forrester estimated that the AI software market

borrow virtualized IT resources built by cloud service providers over the network

will grow to $37 billion by 2025, of which the AI producer platform will grow the

and pay as much as they need. The Cloud separates the subject of possession and

fastest with market size of $13 billion by 2025. P&S Intelligence forecasted that

management of IT resources. The Cloud enables optimized service use according to

the global AutoML market would generate $269.6 million in revenue in 2019 and

the immediate needs of individual users(on-demand), without limitation in terms of

$14,511.9 million by 2030 with a high growth rate of 43.7% in terms of CAGR

time, place, and device restrictions with flexible scalability despite the rapid increase

from 2020 to 2030.

in usage.

The purpose of AutoML, which refers to the methods and processes that provide

The global cloud market is expected to reach USD 322 billion in 2021 and

machine learning technology to non-experts in machine learning, improve machine

continue to grow at an annual average growth rate of 18.2% from 2019 to 2025,

learning efficiency, and accelerate research on machine learning, is to automate

while the Korean cloud market volume is KRW 2 trillion as of 2020 with the largest

machine learning methods gradually. Specifically, the current standard machine

share of SaaS(51.4%) followed by IaaS(39.4%), and PaaS(9.1%) by services.

learning process consists of nine stages: ① business problem definition and value

As the growth rate of the Korean market is accelerating due to the rapid increase

expectation, ② data collection, ③ label data, ④ feature extraction, ⑤ dataset

in securing data centers built by global big tech companies in Korea, it is necessary to

separation, ⑥ model evaluation indicators, ⑦ model learning, ⑧ model result

have an interest in the data centers of the cloud ecosystem, cloud companies(cloud

analysis, and ⑨ model distribution. Among these nine-step processes, steps ④ to ⑨

service providers, and partners) in order to build a foundation for public and private

are considered as areas where AutoML is possible.

to use them properly.

In the future, the entry barrier for data-based decision-making and problemsolving will be lowered by using AutoML. Therefore, this will allow non-professional
analysts to apply optimal models to an increasing number of business problems
more easily and quickly than before. Thus, it will contribute to corporate productivity
and improve the Return On Investment(ROI) with a higher value.
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This framework is used as the basis for defining the level of pseudonymization

Chapter 3.

and anonymization. After assessing the risk level according to the framework, the

De-identification processing level
and the framework on Personal data

final step of applying the related processing technology for pseudonymization or
anonymization can be taken. Pseudonymized data cannot be used immediately but
only after it is evaluated through an Adequacy Evaluation Committee composed of
internal and external experts. If the processed data is deemed appropriate, it may
be used according to its stated purpose. If it is not deemed appropriate, the same
review process must be implemented again.

According to UKAN, a private British organization that provides various studies
and guidelines on personal data anonymization, it is impossible to process personal
data completely and safely through de-identification. Anonymized data is exposed
to different types of re-identification attacks and various threats.
Meanwhile, the framework applied to Korea can be found in the curriculum of
2021 pseudonym data expert training course conducted by the Personal Information
Protection Commission and the Korea Internet & Security Agency. This framework
classifies risk assessment of a particular situation into three categories: the risk
arising from the data utilization method, the risk related to the data utilization
environment, and the risk associated with the data itself.
Regarding the data utilization method, evaluating pseudonymization and
anonymization processes differ. For pseudonymization, three aspects are considered
in reviewing a particular situation: who the subject of utilization is, how the data
is combined, and how the data will be used. In the case of anonymization, an
additional fourth aspect is considered: how widely the data will be used.
For risk related to the data utilization environment, three areas need to be
reviewed: potential intent to de-identify, ability to de-identify, privacy level analysis,
and impact analysis on the data subject.
As for risk associated with the data itself, three factors are considered: the
composition of the data, the distribution of the data, and the sensitivity of the data.
Based on such information, the risk level is calculated.
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operation stage. There are two approaches to MLOps in general: management-

Chapter 4.

focused and re-training-focused. Management-focused MLOps concentrates on

MLOps for a stable AI/ML service

while following the existing ML development methodology on the continuous

managing the distributed models to secure models from a performance perspective

development of the model(re-learning, redevelopment). Re-training-focused MLOps
concentrates on periodic re-training and on implementing automatic workflows.
In particular, risks associated with model management-focused MLOps should
be considered from a service point of view and a performance point of view. From
a service point of view, general SW/HW management aspects such as response
When many companies push for ML projects, they face difficulties in the final step

time and cache rate for stable predicted value services are important. In terms of

of deployment. One reason for this is the variety of preferred tools, languages, and

performance, the functions required to maintain the performance of the operating

techniques preferred by data scientists. For example, IT teams familiar with Java or

model at the level shown in the training stage, model refreshing and feature stores

C are reluctant to distribute the models made in Python or R because it is not within

for additional re-training-focused MLOps, etc. should be considered.

their comfort zone. In addition, ML models show degraded performance after time,
making retraining is essential. Retraining the model means making appropriate
changes to the monitoring, security, and governance tailored to the previous model.
For this reason, the concept of MLOps came out to support the continuous
training and operating of ML models. MLOps collectively refers to providing
distribution, operation, and improvement capabilities of an initial model. The
functions that these MLOps should support are as follows. First, how will you
monitor whether the created model works as expected? Second, how will the
model be replaced without interrupting the work process in the case of poor
model performance? Third, how to implement control over access to the operating
environment? Fourth, will the operating environment be maintained while meeting
regulations during model replacement events?
The model developed in compliance with the traditional ML development
methodology has a life cycle; problem definition, data preparation, exploration
analysis(EDA), training and tuning, and distribution/operation. While each stage
of the life cycle has its own risks of securing and maintaining the model’s reliability,
MLOps is especially focused on risk management tailored to the deployment/
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